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EXPLAINABLE AI (xAI) HELPS DEVELOPERS COMPREHEND
AND TRUST THE OUTPUTS OF AI MODELS.
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DOES IT WORK IN THE CONTEXT OF VULNERABILITY DETECTION?
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COMPUTATIONAL-BASED EVALUATION METRICS
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1 char filename[65];

2 chars 'temp;
3 temp = @rgvi[1] 2Rarsvl1] s strcpy(filename, temp);
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2. ROBUSTNESS

o ALL MODELS ARE SENSITIVE TO MINOR INPUT CHANGES

3. COMPLEXITY
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COMPLEXITY VARIES WITH MODEL AND VULNERABILITY TYPE. .  TAKEAWAY 1. LOW-COMPLEXITY EXPLANATIONS ALLOW VULNERABILITY
LOCATION AT TOKEN-LEVEL, BOOSTING REPAIR SUCCESS CHANCES.

CONTRIBUTE NEGATIVELY
TO “VULNERABLE?”

BUFFER OVERFLOW-RELATED VULNERABILITIES HAVE THE
LEAST COMPLEX EXPLANATIONS FOR BOTH MODELS.  TAKEAWAY 2. HIGH-STABLE EXPLANATIONS HELP DEVELOPERS TRUST

MODEL PREDICTIONS.
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